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(57) Abstract :

The invention discloses an Al-based framework (101) for detecting intrusions in industrial networks. It comprises a machine learning engine (102), anomaly detection
module (103), adaptive response system (104), real-time monitoring module (105), and contextual analysis engine (106). The framework enables real-time detection,
classification, and mitigation of intrusions, ensuring operational continuity and reducing false positives. Experimental validation demonstrates its superior performance
in identifying both known and unknown attacks, while federated learning ensures adaptability. The system offers scalability, resilience, and improved trust in industrial
network security.
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